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Streaming online log parsing method based on heuristic rule
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Abstract: To address the issues of inaccurate parsing and unstable performance in existing log parsing methods, a
streaming online log parsing method based on heuristic rules, known as heuristic regex tree (HRTree), was proposed.
Based on the drain method of parsing the structure tree, heuristic rules were introduced to split and construct the log, and
some construction methods of the parse structure tree were optimized, so as to solve the problems of over fitting of log
parameters and unstable parsing results of different system logs. Not only the classification of parsing results was accu-

rate, but also the parameter content recognition was accurate. A large number of experimental results demonstrate that
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the proposed HRTree parsing method shows more than 90% parsing accuracy on different system logs.

Keywords: massive log, log parsing, heuristic rule, HRTree method, accuracy
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BRGNS PR RANAT R, WU T R RS
iB17.

SR ARy — A E E A BIRIZ IR EOR, AT
RV ) S EAT 9. B REE AR Bk,
ARG A B AR, AR EOR
A HORE R, &GN TSRS BT RS
Wl NARAURVEAS N5 R 422 A 907 TH

T H SR A E A AT 9 —Fh E B0 B R
AR, FATCAFEBD R GRS N GO DA R 1), ORAIE
ARG E W SEISAT, @ % RS R W iGN E A
Ko PIE, e HER R RN C RSOy — TE 2
WAL R . X TAE ST fa AL R 58, 49N L]
DE e A e 5 R S 0 S R D R o A
VCHC P 7. HBEE RGEMEMYT R, RGHE
HORBR 2%, FHEPRE G, SRR, AN TR
FEIN HAR KL, A& T XA B HodE MR A
AL,

e BT ) F S AR AT BOR A R0 R D PR i
&, AEGEHI N T Aer 1) B - [F 2 FL U A A A 7 A A
PARER H 2 #8410 H S EE IS . H S A i B
Pk, FER LR AT LA T .

1) B R, HEMT . KRR
Giar B REMHERER, ERBRENE R
T REEEE, Tt RGN H S BT H
EAL R A RS BRI AE BRI, A 1R
ProsiBAemx H S8Rk, KRR ARG HE
I, oIk RIS E IR AT RUR -

2) ARG Bl T . VR H SO I
FELERAG R i, B I AR AR U], A SR
BT RO 7 v M DA A BRI R 4 5 4 A 2
Yo ey v RCHE TR AN R H S SO R ) SR
FHE, BN — A B A PRI A 17

ARICE e R G ERIE H ST E N Ah R ik e
BESRIR R MR s LU, B e ] AR HE — o Y
W %, SRTHENTRCR . AL E otk T

1) BE5x5 21 H ST TR AR AR E .
Prfemi A IR MR e, A SCR H—Fh e T JE K
R i sRAE LR H ST U5 i —— A R s U
(HRTree, heuristic regex tree) . 1% /774 LA Drain [f13i
T TN S0 2R, B TR R U H &
(I EE 73 token HEAT A X3k 70, SKBLE E SCA S
173 T2 DA T 5035 AR T 8 SR AR M R B 2

2) B ZHCR R A HERA AT LA (K 1), AL
SRR M S5 A B UL BC AR AN T k. 1%
JTEI IR R N RES i s e B R H S S H0R
PIAHER K, B O WA . R RAL 1 A
BT 2 K AR UG A R AN R SR 40T, 2t — PR
TR ORI HERf 2

3) KB SR W] AR SCHE ) HRTree J5 121 fif
TR H 5 AR AT AN RS e AN HERA 2 (] 7 THRAS T 3
MIRCR . ACHEAT T ML R, R Y
HRTree /7 EIEAFIM R4 H & BRI T Bm 1
AT ROR, ADGE R T AT B SRR FAER
i H S 7 ZHN A RBIHER, R T ASCRR
JTEAE H S AT U AT PERTSE

1 HHxIfE

HETHENRERNCEE ZNHT 240
2, AT HE SRR AR, SR
T SRR AR BEAT T A A B, =X 3
TR H ST AT T AN SRR
1.1 HEFERMESR

A o 73 B 3 R S R N0 AR S A ) A7 T B
W, BRI ATl R A o 1 i H S
S RIRARMESR, SR 4 DR 0B
SPACH . HEMT R BON R A -,

HEWES TG, REisird a4t
WX RGBITIRES TG B 00 R as H B8, 5%
(BIFR/€ 72PN S D ke oY =17 1IN i By =
T HEELMRBE RS, ERERFLT,
MR AR B 7oK, 3B/ 200 H S B AT
REPEANE G, DU BR — L8 55 R0 00 ) B0 40 800
FUOR B HE WM Sk R GUIRES 1A 2C8diE - B, Di
SEURTR 2 T INASUR B BE Ay i 22V S i 4, 0
AR ATIMERI AT 4ENE (RAS) HERHT T EE
ILUE, G TR R A S T AR R T
P, AT s 00 A E B 5

HEMNT. HEEBEE ARSI SRS
BAH, SAREE. SRS MR A S E T
ZEGRNE . B EBA RS S A B A [ E
R, AT DG R VL BEHEAT AT o T B3k H S
AT ORIIRTER), WHENREY RS K PRI PR S
MANMRENESEE RS, FAT HEBANY
FREBURI AR, PR PR &SSO 5 R B AVS A
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HEBTOEE TR AU B AR £ S A 7 ik +97-

2R e Sopilis:)

F#EE:
081109 203615 PacketResponder 1 for block blk_388 terminating

081109 205931 Verification succeeded for blk_498
081109 000507 PacketResponder 2 for block blk_289 terminating

081110 010801 PacketResponder 2 for block blk_521 terminating
081110 010815 PacketResponder 0 for block blk_397 terminating

081110 205931 Verification succeeded for blk_498

081110 000507 PacketResponder 2 for block blk_289 terminating

081109 204655 Received block blk_358 of size 671 from /10.251.42.84

081109 212904 Received block blk_840 of size 671 from /10.251.70.211

081110 010354 Received block blk_715 of size 671 from /10.250.14.143

081110 010917 Received block blk_512 of size 671 from /10.251.122.79

081110 212904 Received block blk_840 of size 671 from /10.251.70.211

H &

ZHE &:
081109 203615 Eventl [I, blk_388]
081109 204655 Event2 [blk_358,671,/10.251.42.84]
081109 205931 Event3 [blk_498]
081109 212904 Event2 [blk_840, 671,/10.251.70.211]
> 081110 000507 Eventl [2, blk_289]
081110 010354 Eventl [blk_715, 671,/10.250.14.143]

HE SRR E
Eventl PacketResponder * for block * terminating
Event2 Received block * of size * from *

Event3 Verification succeeded for *

RRE SR

Count Vector:

Index Sequence:
.::> seq: 1232
seqz: 1213

seqw 1245235,

Semantic Vector:
0.33 0.28 0.96 ... 0.73
041 0.46 0.77 ... 0.23

0.24 0.66 0.85 ... 0.68

FH RN

""""""""""" o f Machine }

Count Vector :}> ; !

.................... / i leaming ;SN\

____________________ { Model |
{ Index Sequence . ST Y [ — .
:::::::::...::::::::::: |ﬁl> EDeep leamingi %
{ Semantic Vector | | VS —

Predict Data -=> Model - —> { Result }

B1 HERFRIRAEEE

[, SHO AR R AT R AR
RGBS BIALE, St ESCA R
BERTUTE A R L R K. F SRR
M SR . B kS MO 7
ARSI B B  SHB, RLA
BB B SRS B, SIS AT Sy SR
MBH. BB S, (6 A ST R T
LR RGO IR N, RIS T
EBHISE, ARSI RO

B4R 25t F SN, RO, RS
bR (S BRI, 1A BRI S
1708 SURIAT N R RIAS 52 2 B 2 . AR
F0 H B0 B, T LR A I R R
{5 BHEAT F BRI 2 ALRRE . I, R R
& LR (AR BRI A4, R PR 2 S
= BT R R A AL . 4N 5E BUR AT AT
GRS A RSB AT, B Gt F S

g — SRS R AR R AT LA B H AR )
BRHE, MR HEF RN KRR RGAT
NPAT AR H BRI P HIRHE, @i gy H &
T R H SR U S R AR .

SRR R R 3 ER AR SR IR H AR
AT AR, I EEECE SR E, A
R B AT B 2, AR A AR Y, AT
AR BRI H € RGAT AR IR . FEME
MR B TR L8 2 ) A BB, ks
REAZ AR B 55, ARG B R ER s . R
K ALEZIE, WA TIREY KSR
7. (LSTM, long short term memory) MZ&HAL, DL
I 45 & B R 4 M 4% (CNN, convolutional neural
network) A4 AT HTMN L% (GAN, generative adver-
sarial network) 55 2 [0 4% S5 #4) [ 52 2 A0 . A S
WRMOFATAEMRERRRTE . AT AT
KAFEMSHE T HE .
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1.2 HESENERTGE

H B g5 Mgt 19 H B2 ¥ 3R g5 /40 1) H 3L
KEA N LTS AR ZN A S FAF R, H
A BOIRAE AT AR R RGiAT NER . L5
TTEMGS T F TIE N SRR AGE L, X P e
HFEENAFRHERS . —Lw 7t 2NN IR
HRER I H BRI, xRk R S,
AV RIS A SR AT . Bk, ITEREw T
FE OGRS O AU H ESCAR AT B sk f@dr, AE
FBRSZI8 EE0 H S BT B ah g, wmeb
NAZ 5 A2 i b R 2 . AR SOR AT 7
UL L TR A2 U8 1 i o7
s T RENMEN TS, BT RKALTFFIIE
SO IR 7 BRI T 8 R R 72
120 AT IREARRITAR ) AT 77 %

ER AR RS T E W —HH. BE
AR T LLE ARt EAR 10 2 R R A A =
i, BB A2 IR 2 — P B ) B S AT

fij B H &R H R (SLCT, simple logfile clus-
tering tool) 131 f5 B [0 3 - 4 2488 =X H A SR 2k
Fk, el BOE SCRFBUESRIZ 8 s s ia], Ryt
SETRER ; AR ARAE I E AR h i SR A B, ik
e s B S MG A gk B SCRFELOR T BB
AN H EFEERN . SLCT R i 2 25 2% — 1k
AR, FONEATRSCRHME /N T BIME . H EHRHIE
43 Mt (LFA, log feature analysis) 5 %1%} 4517 H
HHBHAT IR IEIL, K AR RS ZR 1] 4t R 9 A2
AL, [ G LFA 7] LLfgE A B A 1 H B F AR
SLCT 1 LEA 0} #Am] ()7 B AT 1 9ifi,  Jr A
frEAEBBUR. WRHERSHH 2 A5 d
8, A — LA AR ()AL B s K A S, S B
— RN HEFM 2 M. HEERE (Log-
Cluster, log clustering) J7 217 % B {a] {7 B AN SRS
MH Bz 220, Ay DU B B A o7 B )
AL

ETHEMRE®EKN (Logram, log-based
anomaly detection) 81 A n-gram XF H & i 17 %
FE, I 7 A7 4% H & A 0 n-gram 5%, A&
Al n-gram A& FAFBNR, (KA n-gram & S 4L, SEI
= H BT . Logram ANE 181 3 F7iE) 2&nf
DASEILH B MWLM, A/FEBBFAAE
s

122 AFREMATT &

BT RBMRT TR P AL SRR,
MR H EAE B IEFRE, $EBUEFEZRRMH EH
PEREAR .

H & CH A F2E L (LKE, log key extraction) J7
TUONIE 3 B 2 H5O(E RD S FE A 2 A E S S R H
BV B ARRE, FARI H B RN —K. &7
FE T HEWETPRSEE, FERYE iR R B k1T
ARACLE B B, AT S BR H G SR A R

HE%4 (LogSig, log signature) 777 1201 34
H G B A 9 sin e i) oA S, did Bl o
MM TH R AR H BN E, FFRIERE AL EA
MWL H ERIN R T RER A . 207 5@ %
DAE TR AL T EL R, SEEL T H R SRR
R HERF S .

H &2 (LogMine, log mining) 77 214
H &8I AT R i A m S AGI, AA a5 H
) TR PR AR DLRE BE B R AT o B R, AR s AR
GAEN R ZITERER R A A S AR
M SEIE T %68 1 75 A AR 1) v R B

R4 2 H BT (SHISO, scalable hier-
archical log parsing) 7%V 45 1 8] f ) 7 4
ARV SR B AR] 1) ) A 0L, P I8 K TR B gk AT
R ZI Rl RS ) B AE Bk AT R,
M SEIE 1 %6 H S AR A AR B .

BT KERULH (LenMa, length-based match-
ing) J7EERPNEN Gt H & AE A) T AR B R 1 KR
MR ERE TR EM TR &, PUREdE
ITRE . EITIER AR A E TR, %
BL T H S SRR A HER R -

123 AT RRNET A I15F Fik e AT o ik

FT A H AT $ZE (SPELL, sequence-
based pattern extraction for log line) /7 y£P42 3T
EALT IR HERE, B HERD R
BRI A, tHEAIL TSR H B
IR AL T, R HEmMAGE, HE
ZHEMSHFEFMANRK AL T, NEmmEE
b, R FRERCRIIVE N IER A, HEA LTS
H5ASKEMIEEEUE. SBELE, @8
BIE ) H BRI 9 lE —2,  FH @ EC AR AN [R5 705
Bk, SR, AEE BME R H S E O
o NI THE RS, SPELL H RIS 45 i A7t 2
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A

H AR ZR ] Be 2 g S EBORIL, ER
A e 2 M ORAE SR e 1, X2 —A 2 BAstiALIn
. Messaoudi 251213 T NSGA-TIZOHE HY 1 3 14
T H E TR A (MoLFI, model-based log file
identification) 7%, Xi&—MET £ HirigftH
YRR 53 BT AR =TT

HEMHT (LogParse, log parsing) 7770 H
BRI A B 4 K . Se AT s H &
PEIURBTAR , AR AR 5 1] A AT AR G ) e A AE, LA
PR EUn BERFAE, F SR Im BN
K. — ML RN, H—J7 s 7 2K 4%
X 73 AR SR S 1A R AR B B AR], 7 SRR, JF
IR B B AT 28
124 AT RBAXWMIT 7 %

TR RSO ERF A HEE B —L
Ja K AFFESAT RN B 77 A R SRR & 48— 1
SRR PR RIS A R N B A, T A T
MR fif it FE R R 2R . B, HEHEMKE.
B AL E . AR R A AT DAL N B R 2URE
fiE, ATXAaARNHEFAEA. BT8Rk
H BT ITEAT EZ 05 A e st H &, A
B R R L, R AR B R AURFE
BEAT AT B R o BERSE, RT ASEIL H B 1 B 3h ik
fi AT o

Hahfb$F/FH&E (AEL, automated event log)
TR — AU H B B S50 8 k7.

BB A R AR AE R AE X “word = value” FI 4G i
“is [ arelwas|were | value”, 4 value PN 2% FH 18 B 74X
B, ESCNZHE. RIEG R H S e AE
FFEE, BEEMRPBEES N —H, ZEXFE
—H NI H AT RS I

B X HEFZHE (IPLoM, iterative partition-
ing log mining) J5iARPE TR R A IE S X R
KA, FETLUR2AN B RAURHE: FFE L, AHFAT
R HEM L, AAREMEERNHEKE;:
fiE2, HETHEFEMHMAAESE, ARSI E &
DAL BALAE A . IPLoM Ja ik T4FAE 1,
A ERKER R REETRE2, SitEA
A B AR iagcs, DR E e B, it
—BEIRA X ZJE R B EAN AL B A
BROFOR R, BRI IX; BE X ATHIA

Peichr EME— RN, H 2RI R, H
THEAFACE

Drain /7 7BV —Fift 58 - ] 502 I FE A BT A% 1) 72
& HEMENT . FIREEE T DL B 24N 8 e SURHE
Je HEN R X A S 80E, a1 1P Hh bk Al g — B¢
BENAF (URDL) &5, JbTiis%. REHE
K length FENL AT £, AEBT R S5 R [3014> U & 2 B
Ne ZJEIEREANKEN SN, MR LT
A WEIARE BME max_depth, RS depth i &
EHEAFOE, N EFERBNES.
W E TR, FARYE R RIS, A
TEAEST SO BB 70 3o BIIAM-15 s i), JEE T
SAHALRE, FHEmARALE B E A, la wAE
B, AEEBEERH B, SE SO
Ko XPANFES 7 FIEBCAF B4, S .

depth=0 max_depth=4
depth=1 length=4 {length:4 ] [length:4 j
depth=2 length=4 length=4 length=4
depth=3 | length=4

Verification acketResponde Received block
succeeded for <> r <*> for block <*> of size <*>
<*> teminating from <*>

E2  Drain J7 ik BT 4544

1.3 BERBITES S

HENE N TR RS @ 558, st [
ARG — I 2R A R € A, AR, S
T IPHLhE . HESHNR(E S5, HDFS i
LU EMNT G E 3 s, B Ea . BE,
RS, HESHR., AONSCANERRIGHE,
FEAT NSRS B0 . Hde, HEAL WSR3
SEMEGEAEREA S — A, rdEd E ik
FEHL.

H BT S BT H B A IR SRR
SEALAENT . H HOCAIE T H R S IR )
—BUTHNER AR, 05 AT 59 5 1 — Bk
PESCA . Hodr, ADE RATERSSUAR, KT HE:
BIAMNES A G ML, Flan

printf(""exception syndrome register: %s", reg)
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081109 203615 148 INFO dfs.DataNode$PacketResponder: PacketResponder 1 for block blk_388 terminating
081109 204655 556 INFO dfs.DataNode$ PacketResponder: Received block blk_358 of size 67108864 from /10.251.42.84
081109 205931 132 INFO dfs.DataBlockScanner: Verification succeeded for blk_498

081109 212904 2174 INFO dfs.DataNode$PacketResponder: Received block blk_840 of size 67108864 from /10.251.70.211

081110 000507 4619 INFO dfs. DataNode$PacketResponder: PacketResponder 2 for block blk_289 terminating

- o
I

Date  Time Pid Level Component EventID Template Parameter
081109 203615 148 INFO dfs.DataNode$PacketResponder: 1 PacketResponder <*> for block <*> terminating ["1","blk_388"]
081109 204655 556 INFO dfs.DataNode$PacketResponder: 2 Received block <*> of size <*> from <*> ["blk_358","67108864","/10.251.42.84"]
081109 205931 132 INFO dfs.DataBlockScanner: 3 Verification succeeded for <*> ["blk_498"]
081109 212904 217 INFO dfs.DataNode$PacketResponder: 2 Received block <*> of size <*> from <*> ["blk_840","67108864","/10.251.70.211"]
081110 000507 461 INFO dfs.DataNode$PacketResponder: 1 PacketResponder <*> for block <*> terminating ["2","blk_289"]

3 HDFS 4k H G g Hron 6

IBAT R AT BEAT BN AR I N H SRR ) AT ST A

exception syndrome register: 0x00800000 BAR B RIAEAE 2 M HEMT 7%, (B2eAIE
Hrr, "exception syndrome register: "N A AL ARG HE LR SRS E AT S TT
A, R T 4ETH BRI E, WEFSRAER ARSI E B BRI R, e
H o M"0x00800000" My B A & A- debr b, PASERS  RGHEWNICREZE. WX ARG RN, FRER
ESHHTT SN B ESTEAT. HEMITEE  SERE R TR H ST — Kk &
(2 HER R B AR I FR S AT ZEE R, SEI AT L R BAAAE DU R LA
TR AR B AR S S B, RIAR AT RS R B AR G R AR H SRR LS AT BE 7 i P
Template: "exception syndrome register: <*>"F1Z 4 AHHEAT EL, DR, fla, a1
Parameter: "0x00800000". ZAT%EPHAIFTA H&E  SLCT Al LogCluster il AT 515,  H T 4% 2 RF A
ST 7 1 (PR 56 B A BCE, FRE B IR AT i ae T st S

¥ HEFAME AR SEI SN FERERN TZREMHERNIEARL:, B EA R EE
mr. REAEPHEFMTIMREEAR, ©  BRCRHETAERG AT R, H—-H
i e RS B T RRBATIERETRE HIURRICA KGR 7, PSR % S0
RS EEEESHEEN, MaEmHE AT A B R E R L R e H S R .
ARG, 45 )5 S8 H SR R AT 5538 R B AL L) . AR I 1 B B N A T 2
TEAEFZ R . s 7 S EGE H B R, AT DUR RN VA AR B 2 2 M .
Ko HEFAR BRI AR, BRGUD T2HE ST AT Xt iy H S8 47 5 A7)
B B R AW R SO AR R AT S OB b, BRI 2 A Re kAT H B SRR R o
fio L BPNA, HEMTHATSH O ERAEEA Y R HEFENR—REEFATTY REN, I
. o R A WA B H SRR AT R AT [RIN B 2

LG T TS IENRIA AT H BT R 7RI T & ZR A A B s R A A, X
KT, AELASXT AR RGBT T R N B e 32 — bl AEB A
o BARFET AL rEmirm, (H2WASE  FRAERICAE M H B8R, ATRER S NS I 5
TEAME DRI H @ Z IR E RN, TCESEIARE EAEITEE R, R AEE T XT38 LA H A
RGHTHE . HATH H S St T2 AT L& I 2 2RO U 1 50 G 2828 AR AR,
THARZI S, SRR A S — BRI EE TR R O R 4.
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THERf 2 0] . R ) H 35 AT 2 e A
(RS- WA, AN R EAT 715 D0 SRAE R AT HERF 28 E AT
FE— 8 P FE AR 22 . R L 578 2 A 2 95% LA
g HER 2, (ER R He FRPUAT RN, H
B2 AT REXT FE L G B A UK . EOREEH R L
4% IR BT AR 12 T B 5 B0 1A DU BE AR OK R %
WA A B BT 7, H ST HE R R
WAL L. 1) @ e &, {5140, Drain 1
SPELL H H{7£ Hadoop 73 1ii X 3 24t (HDFS, Ha-
doop distributed file system) I Apache 55 #2 & 2 ¥z
£E B ATIK 95% LA L #ERf 2%, {H7E Linux fl Proxi-
fier 55 2 A Bdn S EHER R TR 2 50% 24, BlA
BRBNITEEAREN RGHE EARE. 2) 5
oI G, FBor 7k EAR T H AT 1) 7 R AET
H 2 SEPRAEMT 25 REA R I A&, H i Drain J7
ER DRSNS IS, AR SE IR
RNZH, i HEFEARE . R R AR IGE
TEAZHURAE A A o, S A HERF X Ao
DUASE AR 20 SRR 52 ma A K o

FEAT A I . e H BRI — N
BHRPR, RS REERRACTHE B EBIEE K,
B R4 — RINEHR BB BT %400 . ikml
et o B E R IRSS W fE e, PR E R
ROlAE 55 B %% . BRI A 77 (94 LKE.
MoLFD oAt % KA H S Hs i # b, JF H
T AT TR AT IR R I N, P E R MR
TREE, T ASBEAT R0 2 S o Ran AT 55 Hh fidg D7 ik ik
PRI N B DGV [ ]

2 iR HEBIEENSR
2.1 FRAFTTAST

R TR H BT, RSO 2 AT H
Ko —TilH, MNERIENTTEMERH K, ZE657
M 7 IA S S s AR s, R T EATHE
ANFE &G HE BRI SR A T E . SEARBANE
s FEAT RN, R 1R T AR 7%
R S3—J7H, WEARZEIAT, &4 1 i
HME ORI LA E SR BORF A, SIATT 1 g 7k T
[FRREAET TR TS

FETLLEI T, ASCHRM T — T 5 K
WU P4 B AT 77 72 HRTree, 1% 7774 LA H 4 = 2000 il
Mt &5 ¥ 77 1 Drain & Ail, 72 A bT IR 8 E AT

T BB . HRTree 77 8 H S8 10— 28 /5
RAIMFFHAE, W HERE, PR E., TR
S, RN H EEAR MRS R E . Bk
TR — it 22 B BB SE RN, T i — 1k
AR BN E 1) TRl L, AE H ST R TR, R R
RN — M 2 773, T DRI H S i —
SERFIE BN, RSl H SRR 1 SR UM S
Gr S . ARSCHEH Y HRTree 752 T LA N LB K
BN . 1) [RIR H S Hid s BAEAE B AR A H &
K 2) HEHHE P H S AR ERAMS N E,
Bl G TP Hidk . # 5. URL%E: 3) M 285 B H
PRAEREERE XOCA G, Bl s . BSNES
o IXEEJE A RNl 0 AN A R 48 H S R
Moy 43 B H), HRTree 2T DA B A A 25 #E 4T 5
AR Bl AR B, [RTRESR PR S5 R A i e
iR, LB AR L AU T . T I e A
HRTree [T HARE, [R1F B b 3 25 R 0 05 A0 RY
ISR ~SE3 B a5 A R o A BT A
BEAT VEAN UL .

=1 NEIEI AR S
Jiik Wi R R HAR
SLCT 20034F  #4r B4k BB RIZ T
AEL 20084F A LR Ja k=
LKE 20094F A B4k SN
LFA 20104F 4 B4k BB IZ Y
LogSig 20114F 430 Bk EEES
IPLoM 20124F  AE B4k JARA + S X
SHISO 20134F A B4R pES
LogCluster ~ 20154F  #B4y B4k A s A
LenMa 20164F A fEZR pES
LogMine 20164 A B4k eSS
SPELL 20164F A fELR RKAILT 75
Drain 20174 A fEZR Ja R+ BT
MoLFI 20184F 4l HZ AL
LogParse 20204F A TEZR AR + 18] 5328
Logram 20204F A fEZR B EAR 2
HRTree 20234F Al fEZ BRI+ IR + AT

HRTree fEHTIFEAT T o

B TR AT WA RS Y JE
HE SCEMZRIE, 0350 A ST e, B
WP Mol . HDFS A et b blk id 25, X F ik
Fas = R T E HERIEEAT A, e
AP 1E U G R0 B T
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B3K1 HRTree FAAM 1
WIN A HEES log, HLUERMEst, &
KIREE depth, 4] B IE N E 5 K reg

Wit ATRAEAR R H S 4S5 Root

1) FIEEACIR T A7 fifi 45 K4 Root

2) function HRtree(log,st)

3) fori = 1to length(log) do

4) log, < regex (reg) /%% T 1E | 3 47 % H
AR

5)  log, < preprocess (log,) /% H & % 4 #t
TR B, Pror B token 5135

6) if treeSeacrch(log,,Root,st,depth) then

7) MatchLog«—3% 2 21| i AH U H 75

8) for j = 1 to length (log; )do

9) if log,[ j ]# MatchLog[ j Jthen
/18 I H BRI, o AR [R] AL
& token {H AN [E], WA E H oA AR
B, SRR

10) MatchLog[j]="<*>"

1) end if

12) end for

13) else

14) updateTree(log,, Root, depth) /4l

ROR R BIFF 5 ML H S A
B, UK 24T H S AE S E R 2

Root #f JE 25 4 v
15) end if
16)  end for
17) return Root

FR2 BT R R RN AT 73 token H5 73,
a1 AEL 75 ik b R B H & B4 & "word =

"nn

word: value" Fl "(word, value)", H ',
word & BARE RIS, 1 value /2 HSE R S5
WA . BT EATRAZ MR, (E Drain 451 5]
N4~ token, ToiEHERS> B value ZHET 4y, FE
ZHOL LT IR . AR HEEAR, ="
meomo ) o SRRSO, AR LR P
N M. TSR IR EEGIH, Fitk
N T IX O EA RGN, F7 250 J5iE )
TSR AR R AT 5 B e, 1A 2 S R R R 2
Drain fif# 4T 77 % F1 HRTree f# #7775 5 token #5737~
13 Al B 4 FIEL S Fios

TBI HIMIRE—F WS R
I, A IE H SRR HEE B S AR,
it 24 ui H EHE 1 token R (WLAANE S it
BRI & KRR S) . IR A TE—
BT A, EMI R ER T AL W
YETKEF AL, BRPR4e HOZKET
R MEREZE, H2RBRT, SEaEHT .

B3%£2 HRTree 1251k

BN 4RI RHE log, NS M Root,
AL R st, e KIRE depth

Wl EERINFE AR R, W [E
% HEEREE; S [E None

1) function treeSearch (log,, Root, st, depth)

2)  curdepth =1

3)  fatherNode <— Root [ length (log;) ] /4% =

FERET A
4)  if fatherNode then

value

5) curdepth «<— curdepth + 1// 4K X % F- to-
ken %1% ;

6) while log,[ curdepth ] € fatherNode and
curdepth< depth do

// JE A H &

["ciod":, "Received", "signal","15,"

// % i Drainfi#t b, @IS LA,

/) K lEE H T PR, 498 HEBUR,

coid: Received signal<*><#><¥><>

ciod: Received signal 15,code=0,errno=0,address=Ox000001b0

/) A RS REAT IR A token OB n
, "7 code=0,", " errno=0,", "address=0x000001b0"]

F 5y PN ZEWE AR AL B EC 7, H A B $S code/errno/address S N 45 ;

["Ci()di”, " Received”, "signal","<*>”,"<*>",”<*>",”<*>"]

I I AR A 1147 1)

FEl 4 Drain fifthT /5 15 H token #7737
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// 5 H &
ciod: Received signal 15,code=0,errno=0, address=0x000001b0

/A S B A
ciod $Received$signal$15,8code=0,$errno=0,$address=0x000001b0

/A =S IR
ciod : $ Received $ signal $ 15, $ code=0, $ errno=0, $ address =0x000001b0

/| FRUAE AT TR, ARG 23 M oken FIFIZE, Lo MRS 'S

// i FIHR Tree f#tf, 38id 5 HoAth B AL SHGR SRR ORI AL OB LA

["ciod",":","$","Received","$","signal","$"," 1 5n’v|’n’n$n’ucoden’nin’non,n‘n’v|$n,nermou’n:n,n0||’n’n’n$n’n address",":","OXOOOOOlbO"]

/)5 0h 0 BT IR
ciod:$Received$signal<*> $code=<*> $errno=<*> $address=<*>

/RS BRIRTAS R

ciod: Received signal<*>, code=<*> errno=<*>,address=<*>

["ciod",":","$","Received","S"," signal","$",”<*>",",","$",”code"i”i"*>","‘”,"$",""ermo",":","<*>",",”,"$"","address","":","<>"]

&5 HRTree fifthT /772 token 4573 75 il

7) fatherNode«—fatherNode [log;[cur-
depth 1]

8) curdepth «— curdepth + 1/ 7E/FF71
B3 5 FAARCAE S v ) H G ASEAR 5

9) end while

10) for logTemple in fatherNode.logCluste
do

11) MaxSim «— simSeq (log;,logTemple)

/1 AT FEACURE BB EL A

12) end for

13) if MaxSim > st then

14) return logTemple

15) else

16) return None

17) end if

18) else

19) return None

20) endif

HEA KK T token B 42, H 2T B0
TR RGP IR PR A FE, X to-
ken WA AT S (B P IR 2 &R0 HIFTS to-
ken) o 5 2 HT R BE R34 505 A 41T token A
WU EECHT BT b, R4, HEE S BT
Wi, HARPIES, A token T R ILEC AT, W
REEILECES R, PR T,

HRS AR S VLA H SRR, Bk
S U] O S B A, T RO
MM AR AEE SR HEHE: 24 HE D FHA

2T HEE BRI — 4. HEATREHA, HK
AU AR KT 24 A B BRI, TR [B] 24 i
HEMRMUAHESEEAS, HFEELRe &
VR [ R A 3 BILE R, B AP IR T ASCE A
BRI T .

iequ(seq] (1),5eq,(i))

. — i
simSeq m — count (symb) .

equ(t,,t,) = 1()” Z/‘H\ 4}; HLt, & symb )
Hr, seq(i) NYETFHIHIEE i 1 token, symb AT
#F token %) 3% ¢, H EW B P H %8 i A token, M
NHEFFIH ) token HU& .

W6 HAHIFRHATLEIR, WX a7 45 R
LT H A B AT EERE, 2 A R AL token A [
WA 5E 1% token &, A MAE HONEEFE LR,
X HEAT R R <> B RO AL AL B

A3 HRTree FHiHE

BMIN 4RTEERHE log, TSR Root,
FEACLRE BRI B st, B KIAR T depth

Wil R A RS BB AR H 45 Root

1) function treeSearch(log,, Root, max _depth)

2)  curdepth = 1

3) seqLen < length (log,)

4) if seqLen € Root then // W HAR T A FAF1E 2

B BE T 5, WBERT B 5T
5) fatherNode «<— Root [ length (log;) ]
6) else /AN FRRTT s N ARAFAE LRI E 75 55,
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AN Z KT 8L HFEHENIZT AT

7) Root [length(log,)]«—Node (length(log,))

8) fatherNode «— Root [ length (log,) |

9) end if

10)for token in

11) iftoken e fatherNodethen // 4115 token 4
A AT RO 55 i, B B2 R T

12) fatherNode = fatherNode [ token ]

13) else /U1 5 token A~ &2 24 H A2 75 s HY - 1F
s WEVEAZ K 719 AL IR R
RN

14)  fatherNode [token [«—Node (token)

15) fatherNode = fatherNode [ token ]

16) endif

17) curdepth <— curdepth + 1

18) if curdepth > depth then

log, do

19)  break

20) endif

21) end for

22) fatherNode .logClustaddlog, // ¥ 241 H & il
AEBEHRZT AL

SBT AT AT R ORI
AT H AU T R, AR R AT 45 A b b ) g
BT A A ET H & token KT AL, IR
BRI B A, E AR G K BT A
B4 token T L, A AFLE T 1T AL EY T RS
L, WIEEH R —IRE, SNEEZZET . 7R
B e R e B R R FE Y A, U A IR BT
RUE S5 5, AFkaal. ¥ 24aHEE
SR S, O 7 — 2 h iR S E
-5 fU token #8545, N H EFHIHIRTERAE B

FEMR A, ARSI AT B8 H I H A BN T3
1 i RIRFE I H B4 B, Drain 835K 6% 4 il 2k
1711 1%, HRTree XJi% 14 &t H & token $2 i 1 & I+
FT AL FTRY T Drain [ e PR FE BRI, SO f KR
FEREATE ], SR BE/INOR FE AR AT A Y A
[F] BN 7E Bl 4 token 7 sU I RR R, X T EE— RN
FKIE X ENT I HAZ /&, Drain J7 1 BAA X Hdk
1T 7R, AHR AR B AR IR BEr 2 H &
BEARAS B s AR S V24 L Sy B 3 31 H B AR
e

22 BEEEZRESH

SiaEIEmAE SR, T LAHERE tH HRTree 7772
Y5 Drain 771 B A MR Ze VRIS T 52 4% 7% . Bofdcth,
HRTree It [0] Z A BE O((d + em)n), fEHT T35 LA
AU R4 H S BTN . b, oo
fiEe bt H &1 B0 o NMIT R RIRE, 1E
HRFMERLRES, RZHEATRLE, FHBIT
TR ORI s rEIE H AR m
N H EAE E S A W token B &, 2433 ECRHIBLE
0 H L, BT em IR HCER . d AR NE L, m AN
AT DI — AN sh i H &, R H &S B to-
ken LA — AP A HEARE - HH
PR, B R EATRRM, HEtixizhFHERSR
) E¥E = no Kk, HRTree I [8] & 4% & 1T Ul
NO(n).
2.3 BERBREO

45 0L FEN%S, HRTree /& —F13E T Drain ¥ 3
BRI SO AT 7%, HAT Drain &8 55 . WX
TELRAENT HIHE A1, B 5 R T Drain 4775 1 2 500
FERRMT 305 115 ATC R B R AR & e
I T 4% ) A, B S LR R A AR AT ROR .
HRTree ff U S5 WTE o

1) RAM BN 750, @l HEKE T
B, g HEMRNGTEE, REEiriE.

2) R F 5 KR FE AN R 74 s ok il H &
SERIRR A RAR, R G R E MR K

3) BT A e % X7 56 43 token #E4T
743 4 Drain LLZS K AR E 1 token 3553 7 2056 4t
R ) % ARy, 4L A token 3#E4T 4T 2K 3F
o3 LA B 362 B0 5 AN WS )

4) RAARLEE T 55 755X, fi# ¥ Drain J7 7294 A
LR BRI, 25 5 ik oL 10 1)

5)fEuk T HEERS TS, FHKENFRKR
TRIE T A TCVE B R 1 )

6) il T W S AT A, R AR A Ab B i
S T A ATT B D 1)
3 SRIEXTEEIEAH

AT H EMNTITIE AR AR HER R IR AR
HUSAT RCRIRARZ AT, % HRTree 55 HAth i@ A
TAEAE A R B dm 45 Lk AT & m ek, A
HRTree [FIfFT R AT R o
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3.1 SEININE

SZUG IR N — 4 64 47 Intel Core i9-12900KF
3.20 GHz 16 1% 24 % £ CPU, 64 GB W 17 ,
NVIDIA GeForce RTX3090Ti GPU f Ubuntu 20.4 &
GRS A5 AT IR ZRSS B BT, N
G AR R FHAR P 10 5 P2 AR T, AR SR R AR I
T B 35 9 = % A AR &G R P 3518
3.2 B EMERNE

DR THT DAl A SR H I 3T ) R e v =X
H Ef# AT 7775 HRTree I PERE, AT A 4HIE E 1
JURME B 0 H b J7% . IR iRTE o5 1 A0
BRI BB BRKALTFFIIFEILEL K
Ja RAMET RIS SRR AR L, BEdd 2 4%
%} U JE B HR Tree fRIA1E 355 61038 14

SR E RIS IR, LEAUOHE i 9 R w4
NP 7 A R IR X G 6 WA = Gy VA e (B e
A PR OR B H A I 2% 2 B« 5 2 AHE#H 1K LogClus-
terl' 7, SRR AL T 0 4 H A% 1 R
Hre s, SEIREREIR 50T AR &, (HHER R
LiE ROy

RRDHTITIEAFE LKEM), LogSigh”. Log-
Minel?'l, SHISOP? J% LenMal?314% . ix t& 7 5558 it
THEHE K Z MR RIS, T 42 B
Bo 1t LKEWOMEKHE A Ja 6 PR 25 0 22 56 10 0
BT, LogSigl H & B —n 4
A ULV, LogMine? Vil it 2 Uk BB 3543 Hr B iA]
FEBLEE o X EET7 70 EARERAR SR I 5 AL, H
TEAC B R FUBER AT, R — ki

BT REKALTFRFIIMN L, w1 SPELLPYE
MoLFI L@ it 231 H 7625 H 8] 1A 37 7 F ok i
FARERL, IR T EEAER AL B AR A b R I
TR R A

Ja &R MEAT I, a0 AELPEL IPLoM™ Al
Drainl®%, 4 51l 5 18 FI) 5 S0 14 o R AE 247
BRUAENT. Blan, AELP@ET B Ko 5 E
B A H B S H0R S5 Ak, TPLoMPNE i i%
RaAXERSMER L 20 H H L,
Drainl i jof #4) 722 fift BT 46 0 i & =2KORH 0] R 3 140 5 4
LA, BoR T ELR H BT A

JE 0] bl X e L 28 T v 4 T JE 78 HRTree J77%
1 B &R S 5 A T S AR BT B i )
Pk .

3.3 SCIHE

FLSL H AR EA — LU, RE AR
ISR H R . ASCRTERI Zha PR TF T
— AN EHHE B loghub, H A5 16 FIAH &
Guir HEEAE, Wi T o m ARG, By ENL.
BAE RS RS B AR 7 A A4

BRI HEHBSAME, FMHERHE
KB T T HE, HERRER T EEF. N7 E
TR, AT LI A8 F Zhu ZEB2H2 40 1 — S /N bR
FEHESE, ZHIEENSEAREE DAL T
2000 % H &M S, FHFhbeid 17 HEFFBR.
HAR 2 000 2% H EHAE A BENLREE, (AR T4
EAR P OCE R, WwHESEGRITTRAMFMZ
FEE
3.4 SEEITfA
3.4.1 HARFEIRAE

TS S A A S R I BB O 4R AR R T R
(Precision) « A [A] % (Recall) # F1-measure $i %
K VEAl HRTree AT R RE, 2 1A 2 /N 58 4
R T IXAEAE P, ZA R EE I H &
HEAEHEATAME LR SR, AT H
AT AR R . $8bRE XnF

sion— TP
Precision = P + Fp 3)
TP
Recall = m )
F1-measure = 2 x Precision x Recall ®

Precision + Recall
Hor, EBHM (TP, true positive) Rk 24N EA

AR H EFAR HEE BRI —ANHEH; &
FH% (FP, false positive) ¥ 2 AN EAAFHE
HOHMHEWEE SRR —AHEH; B
(FN, false negative) Fox¥4 2 MHEAMF HEFHF
1 HEHE IS AR HEH.

AN FEETITEEA R B a5 ISR AR 1T AL 45
RunE 6 ME 7R, W LA B HRTree 7E T A Hida 4
AR TR SRR AR R DL 18] 6(a) AT 6(b)
J& 7R T T A @A J7 1224 HDFS Al Apache %4 4 E
FIfERTZE S, BR LogSig 1 LogCluster iX 2 Ff 6l 77
ERCRBE TSRS, AR MR 7 53500 AR M A 45
br b B R E ISR o AT B RO S B 4R
WiE, HEMBHERD, MR, B
Z KU T AR RAA £ b 35 B AL 1 i Y
LA
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(e) Android (f) Proxifier
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Wil 6(c)~ B 6(h) A& 7 B, B HRTree 7F,
4 i M1 J7 ¥4 4F Linux. HealthApp 55 8 #5 4E I,
BIH I T AT AR W BCR B Bh, ATk
Fl-measure $& #5 £ 21K T 80%. fEHT BRIP4
{51 1] Drain J7 ¥ tH 7E Linux A1 HealthApp & H 8L T
BT R B, o B IR DR iz s s A H AT
NEAFER L, Hlhn, Linux 2046 8 AE 2 000
ZHEHREPHMEE T NSMEEFHRT, M
BT HDFS ) 14 Fh e 0F B, i b7 4F 55 i T 2 2%
B TR R EERESE, Koy
V¥ 2 KAT NG IR —FAT NIRRT AER LR
1M HRTree H T~ 58 i 7™ % (¥ AH 6L B 71 552 A1 token 45
AL B, G T HAAT NS S I, R 2RI
AEE bR F AR TR, UEBH T HRTree fif #2505
AN [F] E s 4R 1 AR E 1
342 BEAHRIITTE

TE VA VP FEAR I LA b, ASO HER 2R 48 bR
Accuracy HEAT VY, 78 H EMENTAE S H e 25545
AT b1 3 AN FE bR S D0 A% o 2 B0 H B AT
HENRAT I, e HEE BRSNS
WM. 2RV G E T A T aE Rk, HEFAN
BT IEm R H S 8E S e HE B tee), H
SR
fif b IE R H S 80 ©)

S H SR

53417 —F, A8 H Accuracy X T
PN TTIEAT T A AL, 45 R & 8 A1 9 fr
Ne TETBAEIEAE b, EIRIAFRFR VPl R AT LA
PRz, AR 00 SN R HE R 2R AR AR, AL
TIEHIL T RTE R RE N R IX 2 R B AR
D750 T HE AR50 2 IR, 50 an A i
BT IF — AT N, AR XS T EAR P g bt S5 AR RBAR (1)
WNEE, TR AT T 1L IR A 3 2 80 AT
IR A, BT ZHE N AR IR, S EUE
ZMERETE bR EVPARRCR I R . mER IR H B S
., TRE RN R I 2 H A e R ) Ok . Rk
FABARAT J7 R BEAE RS HE TR A S BOBR R IR
U BE JJ o % F A< X HRTree b /732, BT IO
TR R AR, R X T "word = value”, "
word:value” 1 "(word,value )" iIXx K H EFE E, fe%
TET A7 2 TR R BRI S8, B 7 300
[FIES N RS0 20 R0 A 2% A T LUK i F AR S 42 A

Accuracy =

AbFE, B T URR A, UR R T BT R AT &
Fo RIS AT CAHE Bh 42 H AR T, R s
SOZ T BIRFIESE L, SEIE AER I RRAE SRR
3.4.3  BY R RCEIRAE

T AR HU ) H SR, AR H AT
FETREEEN—NHEE T 57715 BIR T
BORARIE,  {H AR TOV AT KRS B 5080 0 f A vl
R, DRI R A AR RO 25 1 N R U AT oy L
N T A H BT TR RCR, RSO H E T
EEARFRSCE G H B 8E LT T AT g 4T i Rl
TR, SRR R, T B o A 45 R
P, AT T ARESATR St

1T Zhu 2 FF 1) H B 55008 6 PE SR AL R A5
PR B RS /N, 2 ISR AT 5 VR Y R TE T B
) PN 6, AN REA I8 L AE RS H 5 g
BB B EREANFEREARE, T BIEEM
REIEAS K, 4540 Linux A1 Proxifier 04 424 A 2 75
oo NI E TGN ESEIG A, ARSTEILT
HDFS. BGL Ml AndroidiX 3~ H EHHELE, 755N
DR RGHE. BIHENRGHERE) RS
Hi&, HAdHDFSHUREEIAE] 7T 755405, BGL
BN 400 545, Android BHEEE N 100 /145

AR R BESE HHEAT T AN [R50 FUASE () 4%
gy, MR T AR ECE & H 0 HE . B,
HDFSH 1000 /556 H&E, AT 1 2x10°~10 000x10°
(1) 7 A EEE AR, 0T BGL 2342 A1 Android 335
£, HTEIRNAET AL, AR T 2 x10°~
1000 x 10° ] 5 /NG A .

T 7%, AR SRR S B 5 i 3
T 12 RN AT R b, SRR R I ik R
T LFA 7%, SREfENT 7% & $ 7 SHISO fiifr
Tk, BRATEFES T 02K FEH IPLoM M
Drain, HAhJ7¥5Hi%E+#% T SPELL. H 1, LFA Al
IPLoM A B 2R AT 770, HoR NIRRT 71k

AN [E A 7 VR I TR R 0 B an B 10 s o ML
BI10FTLAE W, JLAT 5 25 0 BT ) 1] i 26 25040 A
TR 1 R R A S 2R M 3 I 95 . SHISO 7E 3 A4l
£ PRI RZWENTEER, 8 YN HE
FBE b, 537 ik % TR 10 5. IPLoM !
LFA fif b 777245 3 AN B 4 B BT AHIE 1R AT 2%
R, fENTHEERR, FEEFRRNELGHT 2 ERE
R, i HAEKERE KB, 5 EmTK
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